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The purpose of this paper is to examine the security vulnerabilities that may appear in an 

adaptive mobile learning system, as well as to present ways to prevent security breaches in 

this type of learning systems. Moreover, this paper has the objective to present a possible so-

lution consisting of an adaptive ubiquitous learning system that can bypass the most frequent 

security issues that may appear in mobile learning systems. This paper relies on a study of the 

three most used mobile applications in learning foreign languages, considered also being the 

best on the market. Those applications were submitted to security scan in order to identify 

their vulnerabilities. After this analysis, several categories of vulnerabilities have been identi-

fied, in addition to their cause. Besides scanning against OWASP Mobile Top 10 vulnerabili-

ties, the study determines that it may exist some security breaches in relation with the external 

communication the application has. Based on the results from the security scan, a new solu-

tion that has the objective to prevent as many discovered vulnerabilities as possible is to be 

implemented. Overall, this paper contributes to the literature by revealing security questions 

that appear in some of the most used mobile application for learning a foreign language at 

the moment. Moreover, it will describe a prototype of a possible first adaptive ubiquitous 

learning systems, free from security threats, that allow Romanian users to obtain basic 

knowledge for speaking Swedish.   
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Introduction 

At the present time, the development of 

mobile technologies has reached a peak in 

which they have become indispensable in 

people’s life. Smartphones gained control 

over people’s behaviour, influencing both 

their personal way of being and their profes-

sional life [1]. Therefore, the way people 

learn, work, communicate has changed con-

siderably over the last decades. Any needed 

information is just a click away, as well as 

sharing any type of content with anyone and 

anywhere.  

As a response to the changes that occurred in 

people’s way of being due to the develop-

ment of mobile technologies, the institutions 

also needed to embrace the use of 

smartphones in their processes in order to 

prevent a breach between their activity and 

society. Educational institutions are not an 

exception as the development of mobile 

technologies has imposed several important 

changes in the learning process. Thus, the 

variation of mobile learning systems has be-

come a favourite topic for analysis. Since the 

learning process evolved into gaining 

knowledge anywhere and anytime [2][5], the 

concept of m-learning represents a central is-

sue in the learning management systems 

sphere. E-learning management systems are 

not considered sufficient anymore and mo-

bile learning systems are viewed as an evolu-

tion of them because of their availability [1] 

and their informal nature [6]. Moreover, of 

particular interest is also a learner-centred, 

adaptive learning system [7], that the litera-

ture presents as ubiquitous learning system 

[8] [5]. 

So far, investigations have been confined to 

presenting the differences between the three 

types of learning management systems, as 

well as their advantages and disadvantages. 

Nevertheless, few studies have been dedicat-

ed to analysing the security issues that ap-

peared in these new forms of the learning 

process and understanding the security 

breaches that can appear still remains a major 

challenge.  
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Thus, the primary focus of this paper is to 

examine and understand the security threats 

of a mobile learning system that considers 

learner’s preferences and rhythm of learning. 

For this purpose, a series of the most used 

applications for learning a foreign language 

will be closely studied from the security 

point of view. Based on the conclusions dis-

covered from this research, this paper aims to 

present a securely safe solution of a mobile 

learning system. 

 

2 Evolution of mobile learning systems  

The changes that the development of mobile 

technologies has brought into people’s life 

have raised specialists’ attention and interest. 

Therefore, a considerable amount of litera-

ture has focused on describing the concepts 

of m-learning and u-learning, as well as their 

advantages and disadvantages. Since in re-

cent years the interest in cyber security has 

increased, a growing body of literature has 

also investigated the security of mobile learn-

ing systems. This section will focus on a 

brief overview on mobile and ubiquitous 

learning systems, including their security im-

plications.  

 

2.1. M-learning: advantages, disadvantages, 

security questions 

M-learning, the short form for mobile learn-

ing, is defined as being “learning across mul-

tiple contexts, through social and content in-

teractions, using personal electronic devices” 

[9]. On a simpler approach, m-learning is the 

process of acquiring new knowledge using a 

mobile technology. One remark should be 

done here for the reader’s proper understand-

ing of what “mobile technology” signifies 

since many will reduce the meaning to only 

“mobile phone”. Apart from the usual synon-

ymy that exists between mobile learning and 

smartphones, one should also consider that 

other devices, such as iPods or tablets, sup-

ports mobile technologies [1]. J. Lam, Y. 

Yau and S.K.S Cheung [1] go further and 

even include laptops and PDAs (Personal 

Digital Assistants) to the category of mobile 

devices due to their portability and their pos-

sibility to support wireless connections, but 

this study will not embrace this theory in the 

following exposure. 

As the definition states, mobile learning is 

not so restrictive [3], it can be represented by 

any type of learning process in which the 

student is not reduced to a place in a class-

room at a certain moment in time and with a 

certain group of colleagues [3]. It is above all 

else a new type of learning activity that is in-

dependent of student’s time and location, but 

also from being connected to a certain net-

work infrastructure [10]. This approach by all 

means has several advantages, but also some 

disadvantages. 

The most evident advantage is undoubtedly 

the flexibility that m-learning offers to its us-

ers [1]. Thus, the learners are not conditioned 

to be at a specific time to a specific location 

with a specific group of people in order for 

the educative process to take place [11]. In 

addition, m-learning can be a powerful tool 

both when talking about distance education 

and improving the traditional learning ap-

proach by becoming a part of it [1]. It means 

that the pedagogical methods used in m-

learning can be of almost any type [8], ob-

serving therefore an evolution of the learning 

environment. In terms of materials, m-

learning allows the possibility to use a varie-

ty of materials (including more interactive 

ones such as pictures, videos), which are a 

plus in the educational process [12]. Another 

benefit of m-learning is that users have more 

control on the topics they want to cover and 

how much time they want to spend [8] in or-

der to acquire knowledge and the teams they 

want to be part of, improving then the quality 

of process and transforming the educational 

activity from a formal approach to a more in-

formal one [1]. Moreover, since the control is 

in user’s hands, the process is more centred 

on learner [13], adapting better to their de-

sires.  

Nevertheless, m-learning implies a series of 

disadvantages. In the first place, neither 

teachers nor students express a strong confi-

dence regarding this new approach in terms 

of educational method [13]. There is still a 

huge number of people who prefer traditional 
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learning, considering that pedagogical meth-

ods can be better implemented in this kind of 

approach. In addition to this, educational in-

stitutions share the same amount of trust into 

mobile technologies used in teaching [13], 

giving more credits to traditional learning ra-

ther than supporting the new approach. 

Moreover, it seems that m-learning is not 

suitable for all ages [14], all the advantages 

presented above being annulated when talk-

ing about children who are less than ten years 

old. They cannot, indeed, benefit from the 

flexibility, since they need clear assistance in 

the educational process [14] and they most 

likely do not possess a mobile device. An-

other drawback is caused by the limitations a 

mobile device comes with: little memory and 

little battery autonomy [3], that reduce the 

flexibility and availability. Additionally, 

these limitations make the device susceptible 

to security threats [10]. 

It has demonstrated that designing a mobile 

learning system centred on preventing securi-

ty breaches, especially related to data securi-

ty, has not been a priority [15]. But security 

issues must undoubtedly be considered when 

developing such a system because they can 

appear both on application level and commu-

nication level [16]. A poor security perspec-

tive is a menace for integrity, confidentiality 

and privacy [15], data privacy vulnerabilities 

being the most encountered security risk 

[15]. One may wonder about the reason why 

mobile technologies are so vulnerable and 

the answer is their portability that makes 

them sensitive to both physical and digital at-

tacks [15]. When it comes to security risks at 

communication level, the transaction security 

is the one to highlight [16]. A mobile learn-

ing system should be extremely careful about 

how data that is used in a communication 

(with a server, a database) is handled. There 

should not be used any sensitive information 

and everything should be encrypted. In the 

case of security vulnerabilities at application 

level, one may distinguish two categories of 

risks: at user level and at content level [15]. 

Using and storing passwords and personal in-

formation without any security measure 

(such as encryption) can threaten the privacy 

and the confidentiality [15]. In addition to 

this, the learning content is also to be taken 

care of because its integrity can also be com-

promised [12]. However, all the security is-

sues can be bypassed through several 

measures such as encryption, handling per-

missions [17] or by a security safe approach 

when developing the application.  

 

2.2. U-learning: advantages, disadvantages, 

security questions 

A new educational trend has appeared due to 

the need to create an adaptive educational 

process with individualized content and inter-

face [18] whose main focus is to be aware of 

the learning context [19] and it carries the 

name ubiquitous learning, in short u-learning. 

Thus, one can call ubiquitous learning system 

a system that is capable to adapt to the con-

text in terms of both learner and environment 

[20]. In the case of this systems, the learners 

have the benefit to receive learning recom-

mendations depending on their habits [21], 

for instance the hour of day the users prefer 

to learn or for how much time they spend in 

the learning process or if there are any activi-

ties that take longer than others. Moreover, 

they can also benefit from what the 

smartphones come equipped with in terms of 

sensors [21] because an u-learning system 

can offer material content depending on loca-

tion, device speed or temperature [21]. 

Therefore, the activities proposed by such a 

learning system are very varied [22]. Since 

the main device used in an ubiquitous system 

is the smartphone by virtue of the embedded 

equipment it has and can be used in support 

of the learning process, u-learning is consid-

ered an extension or evolution of m-learning 

[5]. There are some similarities between the 

two types of learning systems, but, however, 

they also differ in certain aspects.  

The main resemblance between m-learning 

and u-learning is the fact that both of them 

are used on portable devices. Therefore, both 

benefit from all the advantages and support 

for spontaneous and informal education a 

mobile phone offers [6] in aid of the training 

process, that becomes accessible from any-

where and anytime for anybody who dispose 
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of a device [5]. The immediacy and accessi-

bility of the process is accompanied by its 

flexibility since learners are not constrained 

by a location or a time to learn [5]. Neverthe-

less, u-learning systems are based on the no-

tion of “context” [22] [20], which is not the 

case for m-learning. The characteristic of 

adaptability remains a key factor in the case 

of u-learning [5], providing the possibility 

that learners apply the notions they acquire in 

a certain situation [23]. The adaptability is 

however built on a series of factors that have 

a huge impact on the usage of an u-learning 

application: the capabilities of the device (in 

terms of display or memory limitations), so-

lution’s architecture, the communication ca-

pabilities of the protocol that is used [4]. All 

these characteristics represent the premises 

for the advantages and disadvantages of 

ubiquitous systems.   

Being an extension of m-learning, u-learning 

has also its advantages and disadvantages. 

Even so, taking into consideration the partic-

ularities that ubiquitous systems have, there 

are several benefits that are worth to be men-

tioned. The first one is situation awareness 

[8] as the application perceives elements 

from learner’s environment related to time 

and space and offers learning material based 

on this in terms of form and content. Thus, 

the learner’s learning conditions change and 

adapt to their need. For instance, the applica-

tion can perceive that in the room there is too 

much light and adapt the screen light to be 

less. Going even further, the adaptability can 

also be associated with the application taking 

into consideration learner’s real behaviour 

[8] in the form of time spent in the applica-

tion or preferred moment of the day to study. 

Another advantage is that an u-learning sys-

tem offers content that can be applied into 

real world situations. The solution can even 

be design by integrating a location awareness 

system [4], in a way that the learner benefits 

from the surroundings to study a certain top-

ic.  (G.-Z. Liu and G.-J. Hwang [8] present a 

solution designed for a biology lesson in 

which students learn about some plants from 

an ecology garden by the use of RFID sen-

sors). The most important aspect is still the 

integration of device’s sensor (for example, 

RFID sensors or GPS) in the educational 

process [8]. In this way, the learner has the 

ability to learn via interaction with the sur-

roundings by exploring the capabilities the 

device comes equipped with [24]. Lastly, an 

ubiquitous systems is centred on learner’s 

needs [7] and always tries to present the in-

formation in such a form that the learner is 

actively engaged [25], helping therefore to 

the transformation of learning process from 

formal and rigid as the traditional approach 

to a more informal and flexible one.  

Nonetheless, u-learning comes also with a se-

ries of own disadvantages, apart from the 

ones proper to m-learning. First of all, there 

is the difficulty to build an environment to be 

used for such an approach in a school or uni-

versity, thus the use is restricted [22]. The 

educational institutions are not endowed with 

environments that dispose of sensors such as 

classes equipped with RFID sensors and ob-

taining this kind of equipment can get to a 

huge cost. Since the trust manifested towards 

integrating m-learning in the teaching pro-

cess is not very high [13], it seems that the 

costs to transform even a classroom into a 

proper environment for u-learning is even 

more difficult to sustain. Another infrastruc-

tural limitation is in terms of learner’s devic-

es. The educational institution should also 

provide devices for learners and, once more, 

the costs can be huge.  Moreover, there is the 

question of security and the possibility of 

several attacks because of hardware’s scala-

bility and confidentiality [7].  

Paradoxically, the most important security 

vulnerability is related to sensors’ integra-

tion. In case of Android-based u-learning 

systems, neither the access to sensors nor the 

information transmitted are protected [26]. 

Thus, the problem of received data integrity, 

as well as stored data is raised [27]. Moreo-

ver, user’s privacy might be threatened be-

cause the sensors can be used without user’s 

knowledge, being thus possible to record 

several habits the learners have and may not 

want to reveal. In addition, an ubiquitous so-

lution may be susceptible of network attacks, 

since it uses wireless connection to the inter-
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net [25]. 

 

3 Study of mobile learning application se-

curity scanning 

A number of studies has interested in explor-

ing mobile technologies and their security 

vulnerabilities. This study focuses on the se-

curity perspective of m-learning applications 

for learning a foreign language. Each of the 

followings sections explains the steps that 

were conducted in the present approach.  

  

3.1. Research design  

This section has the objective to examine the 

top three most recommended applications of 

mobile learning for foreign languages. One 

may ask why the study turns its attention to-

wards the field of foreign languages and 

there are several reasons to be mentioned. 

First of all, the necessity to be able to speak 

at least one foreign language has appeared 

recently, due to the globalisation of our soci-

ety. Thus, this is one of the mandatory condi-

tions any job description contains and every-

one who is willing to obtain a new job may 

face a problem in the case of not knowing a 

foreign language [28]. Since most of the 

people do not have a lot of time that can be 

invested into learning, they need a rapid solu-

tion that can help them acquire new linguistic 

abilities [29]. Mobile learning applications 

come to their assistance, being a method to 

obtain quick information and in an engaging 

way [29]. Second of all, in order for m-

learning and u-learning solutions to have any 

results, learners may be able to apply their 

new knowledge in real world situations and 

there are plenty of scenarios in which one 

may need to speak a foreign language (for in-

stance, on the street asking or giving direc-

tions, while travelling or when eating in a 

restaurant) [28].  

Moreover, this approach has a very clear 

procedure by which the applications to be 

studied were selected and they were meticu-

lously analysed from security perspective by 

scanning them against OWASP Mobile Top 

10 vulnerabilities, as well as against external 

communication. The following sections will 

present the selection process as well as the 

analysis.  

 

3.2. Selection of applications 

Choosing a mobile application for learning a 

foreign language is a real challenge. The of-

fer is so large that can sometimes be over-

whelming for someone who has just decided 

to gain a new linguistic skill. Not only offers 

each of them diversified materials in order to 

make the learning process more and more 

enhancing and attractive, but also their 

presentation forms are varied [29], they being 

presented even under the form of “serious 

games” [29]. Therefore, one may need guid-

ance in their choice. Over the internet, there 

are numerous articles, written by specialists 

in m-learning, that analyse the most used ap-

plications and boast the leadings of the field. 

This study has chosen seven such articles 

[28], [30], [31], [32], [33], [34], [35], all of 

them being available on the Internet. After 

having skimmed each of them, more than 

twenty options to consider were found, for 

instance Memrise, Duolingo, Lingualift or 

Tandem. The number of found applications 

being so huge even for a small number of ar-

ticles, the decision to make a list with all of 

them came naturally. Since some of the ap-

plications appeared recursively, we have de-

cided to count the number of appearances 

and to make a top depending on how many 

occurrences each application has. The next 

step was to select the three applications that 

were the most present. In Table 1, the reader 

is able to see the list of applications and their 

occurrences.

  

Table 1. Selection of mobile applications 

Mobile Application Number of occur-

rences 

Duolingo 7 

Memrise 7 

Bussu 7 
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Mobile Application Number of occur-

rences 

AccellaStudy 1 

RosettaStone 4 

Google Translate 1 

Pimsleur 2 

Tandem 2 

Babbel 6 

Drops 2 

Beelinguapp 2 

Mondly 2 

HelloTalks 3 

Mindsnacks 2 

Lingua.ly 1 

TripLingo 2 

MosaLingua 2 

HiNative 2 

Lingualift 1 

Clozemaster 1 

Lirica 1 

 

 

According to the provided table, the choice 

for the top three most used mobile applica-

tions for learning a foreign language was 

simple. Therefore, in the following section, 

the applications that will be studied for secu-

rity vulnerabilities will be Duolingo, 

Memrise and Bussu.  

 

3.3. Security scanning  

The most important reference point in terms 

of mobile security is undoubtedly OWASP 

Mobile Top 10, another project provided by 

The OWASP Foundation [36]. Its main focus 

is to provide security advice to mobile devel-

opers in order for them to develop secure ap-

plications. Thus, in 2016 [36] there was re-

leased the most recent top 10 mobile vulner-

abilities that will represent the base of this 

study. In order to scan the three applications 

against the OWASP vulnerabilities, this 

study has used ImmuniWeb AI Platform 

[37], a product from the Swiss company 

High-Tech Bridge SA [38]. This product was 

chosen due to its compatibility to CVE 

(Common Vulnerabilities and Exposures) 

and CWE (Common Weakness Enumeration) 

[38], therefore the accuracy of the scans can-

not be doubtful. It is also very simple to use, 

the only needed resource is the link from 

GooglePlay or the apk file.   

The first application that was submitted to 

the scan was Duolingo, probably the most 

famous mobile application for learning a for-

eign language. The success of Duolingo is 

certainly due to its presentation form as a se-

rious game: it gives the user the impression 

of playing a game while developing a skill 

[30] [31]. Moreover, the combination of im-

ages, audio material and text [28] increases 

user’s interest into completing more and 

more lessons.  

According to the security scan, Duolingo is 

susceptible to 0 high risk vulnerabilities, 6 

medium risks, 8 low risks and 7 warnings. 

Among the top 10 Mobile Vulnerabilities, the 

scan shows that this application is vulnerable 

to M1 (Improper Platform Usage [36]), M2 

(Insecure Data Storage [36]), M3 (Insecure 

Communication [36]), M5 (Insufficient 

Cryptography [36]), M7 (Client Code Quali-

ty [36]) and M10 (Extraneous Functionality 

[36]), having the following distribution: 5 

risks related to M1, 5 to M2, 1 to M3, 3 to 

M5, 2 to M7, 2 to M10, to which is added the 

temporary file creation risk. Thus, a total of 

19 risks were identified. As one can see, this 



Economy Informatics vol. 20, no. 1/2020  29 

 

application is most vulnerable to M1 and M2. 

Therefore, an attacker can, for instance, ex-

ploit the way the data is stored or the way the 

Android platform is used.  

One of the M1 risks is represented by the fact 

that this application can be displayed over 

other user interfaces of other applications 

that run on the device and, in the case in 

which the attacker has installed a malicious 

application on the device, the touch event can 

be redirected, because of this vulnerability, to 

the malicious application and the attacker can 

be able to fool the user to make an undesired 

act, such as a payment that the malicious ap-

plication requires at touch event. Neverthe-

less, this is a low risk, the medium ones be-

ing mostly related to data storage (the appli-

cation contains hardcoded sensitive data and 

has the possibility to access external data 

storage, such as the SD card), insufficient 

cryptography (using the java Random() func-

tion, which is demonstrated to be a threat to 

encryption tokens due to its predictable be-

haviour) or insecure communication (the ap-

plication uses the HTTP protocol through 

HttpURLConnection class as communication 

for sending or receiving data).  

The low risks are related only to M1 and M2 

vulnerabilities. This proves once more that 

the security of data in a mobile application is 

always a priority, the developer must always 

be cautious about exposure of sensitive data 

that can represent an aim for the attackers. 

The internal storage, as well as the external 

one should respect several platform rules in 

order to enhance security, in addition to 

which one should always consider data en-

cryption [39].  

The second application that was analysed 

from the security point of view is Memrise. 

This application utilises a different learning 

technique than Duolingo, its focus being on 

learning words in contexts [28]. In addition, 

it uses the learner’s mother tongue in order to 

help memorise the words in the target lan-

guage [28]. 

As a result of the scan, it was identified that 

Memrise has 0 high risks, 4 medium risks, 6 

low risks and 6 warnings. It counts a total of 

16 vulnerabilities, which makes it more se-

cure compared to Duolingo. Moreover, its 

medium risks number is lower than in the 

case of Duolingo. Nonetheless, it shares the 

same vulnerabilities, being vulnerable to M1, 

M2, M3, M5, M7 and M10. The distribution 

is as follows: 4 risks related to M1, 5 to M2, 

1 to M3, 1 to M5, 3 to M7 and 1 to M10. The 

main risk of this learning application seems 

to be the way it handles stored data (M2 vul-

nerability), counting 5 out of 16 risks.  

According to the scan, there is a medium risk 

related to data storage and four low risks. 

The medium one is represented by the fact 

that this application uses an unencrypted 

SQLite database and, in case the attackers 

access this database, they can get important 

information that can be used in a malicious 

way. Another data related issue is the fact 

that the application contains hardcoded de-

bugging or technical information that can be 

extracted by an attacker, Moreover, the scan 

has found hardcoded URLs from develop-

ment, staging or preproduction hosts, issue 

that can increase the potential of external at-

tacks. Another risk is the fact that the appli-

cation is enabled for backup, using the An-

droid default one. By doing a backup, sensi-

tive information can be stored and if the 

stored location is, for instance, a Gmail ac-

count and it is compromised, an attacker will 

have access to that data that, in addition, is 

not encrypted.  

This application is also susceptible to code 

injection through various methods, as there 

are 3 risks related to M7. SQL injection is 

one of them. As determined by the scan, SQL 

queries use concatenation operator and are 

hardcoded (this is an identified example: 

db.rawQuery("SELECT username FROM 

users_table WHERE id = '"+ input_id +"'")). 

Another one is the use of dynamic load of 

executable code, that, in some situations, can 

lead to code injection that can be inserted in 

order to access victim’s device.  

The last application that will be covered by 

this study is Bussu, that has an approach 

based on flashcards and grammar and pro-

nunciation exercises [31]. Its main advantage 

is the design for travellers, providing courses 

that tackles the topics one may need while 
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travelling in a foreign country [31].  

After the security scan, it was found that 

Bussu has 0 high risks, 5 medium risks, 6 

low risks and 8 warnings, with a total of 19 

risks. Moreover, the scan states that this ap-

plication is vulnerable to M1, M2, M3, M5, 

M7 and M10, having the following distribu-

tion: 5 risks related to M1, 4 to M2, 1 to M3, 

3 to M5, 3 to M7, 1 to M10, to which is add-

ed the temporary file creation risk. Therefore, 

Bussu is most susceptible to M1 vulnerabil-

ity, nevertheless being only categorised as 

low risk and warnings.  

Among the risks included in M1 that were 

detected for Bussu application, there is the 

same issue encountered in Duolingo: the fact 

that this application can be displayed over 

other user interfaces of other applications 

that run on the device. This is called missing 

tapjacking protection. In addition to this, 

there is a risk related to both exported broad-

cast receivers and services. By default, in 

Android, the services are not exported. Thus, 

in the case of this application, the manifest 

file contains some services defined without 

certain restriction. This behaviour makes 

possible the situation of services being in-

voked unmanageably by other applications, 

some of them possibly malicious ones. The 

same possibility is enabled in the case of ex-

ported broadcast receivers, other applications 

being able to send intents without re-

strictions.  

The medium risks are nonetheless related 

mostly to M5 (2 out of 5), the application be-

ing vulnerable because of insufficient cryp-

tography. One that should certainly be taken 

into consideration is the presence of hard-

coded encryption keys. Since the attacker has 

access to encryption keys, the encryption 

process is in vain and, in case of an attack, 

the security measures that depend on those 

encryptions are annulated.  

 

4 Results 

4.1. Security scans results 

The security scans to which the three applica-

tions for learning a foreign language were 

submitted revealed a series of conclusions. 

They were scanned against OWASP Mobile 

Top 10 and the occurrence frequency can be 

consulted in the following graph.

  

 

 
Fig. 1. Occurrences of OWASP Mobile Top 10 

 

As one can see in Fig.1., there were no risks 

found related to M4 (Insecure Authentication 

[36]), M6 (Insecure Authorisation [36]), M8 

(Code Tampering [36]) or M9 (Reverse En-

gineering [36]). However, the number of 

risks related to M1 is equal to the number of 

risks M2. Thus, one may claim that the way 

data is handled in an Android application has 

the same importance as the way the develop-

er uses the benefits the Android platform 

boasts. Code injection vulnerability (M7) oc-

cupies the next position, really close to the 
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insufficiency of cryptography (the use of 

Random() function, as well as having hard-

coded encryption keys).  

M10, the next in the top of occurrences, of-

fers the possibility to the attacker to get ac-

cess to the extraneous components without 

the need of end-users. This can have a really 

sever impact on the security of an applica-

tions since in this way, the attacker can figure 

out how the backend works or can get privi-

leges that are unauthorised. All three applica-

tions are exposed to JavaScript enabled in 

WebWiew, thus being susceptible to Cross-

Site Scripting attacks.  

The last position is occupied by M3, with on-

ly 3 occurrences in total, one per each appli-

cation. This vulnerability is related to exter-

nal communication. The three applications 

use the HTTP protocol for sending and re-

ceiving data, through HttpUrlConnection 

class and, as it is already known, HTTP is a 

protocol that does not encrypt data and, if 

sensitive information is sent, the attacker can 

see it without any problem.  

 

4.2. Solution implementation proposal  

Taking into consideration the results stated 

above, this study proposes an adaptive appli-

cation for Romanian learners to acquire basic 

skills in Swedish that will handle all the se-

curity issues discussed in section 4.1. This 

application has the objective to bypass the 

security issues that were proved to be a major 

challenge in the development of mobile and 

ubiquitous applications.  

The application will have the structure of a 

serious game, since it was highlighted the 

need to enhance user’s interest into learning 

and this presentation form seems to be the 

most suitable. The users will deal with con-

cepts of Swedish vocabulary and culture that 

can be used in daily life (for instance, going 

to the doctor, going into a store). Each mod-

ule will consist in an introduction, followed 

by a series of quizzes through which the user 

will learn some words. At the end of each 

module, the user will save some relevant 

words in a local database. The first adaptive 

functionality will be the display of the intro-

duction. It will take into consideration the 

speed of user’s phone. If the user is on the 

move, the introduction will be displayed as 

an audio file. If user’s position is still, the us-

er will have the option to choose if the intro-

duction will be audio or text based. Another 

adaptive functionality will be that the appli-

cation accesses users’ location and, when 

they are nearby a place where they can use 

any of the words from the local database, 

they will receive a notification. This func-

tionality will be at user’s choice, since it will 

be active only when the user will enable it.   

This short description of the adaptive appli-

cation raises, however, some serious security 

problems, that the developer should cautious-

ly consider. First of all, there is the authenti-

cation problem. The chosen method will be a 

biometric one and the username will be based 

on a pseudonym. In order to get the pseudo-

nym, secure cryptographic solutions will be 

used. Second of all, the code injection vul-

nerability needs careful attention, as the re-

sults showed that is the third most encoun-

tered problem. To this, the encryption of data 

stored in the database must be taken into 

consideration since data storage seemed to be 

a serious problem in the studied m-learning 

applications. All the communication channels 

(sending or receiving data) will also be en-

crypted. In addition to this, the copyright of 

the materials from the quizzes will be also a 

focus, this vulnerability being covered by dif-

ferent ways of watermarking.   

 

5 Conclusions 

The development of mobile technologies has 

undoubtedly gained more and more users that 

prefer this approach in opposition to having a 

desktop and being close to a desk. People’s 

life is more dynamic due to mobile technolo-

gies, which offer the possibility to communi-

cate or to learn more easily [1]. Therefore, 

mobile learning has also brought some 

changes into the educational system, intro-

ducing two concepts, mobile learning (m-

learning) and ubiquitous learning (u-

learning), which made the learning process 

more flexible and more enhancing [1]. Nev-

ertheless, the educational parties are not very 

willing to introduce these new concepts into 
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the educational process [13].  

This paper firstly offered to its readers a brief 

introduction into the concepts of m-learning 

and u-learning, focusing on their advantages 

and disadvantages. Since security is the main 

topic of this paper, a first step was to provide 

several security issues related to these two 

new learning concepts.  Many of the security 

concerns revealed in this part were linked to 

the way the application handles data, whether 

it is stored data or data that is used in com-

munication with other applications or simply 

data used by the application in the learning 

process.  

Nevertheless, this paper wanted to offer more 

concrete information, therefore there were 

selected the three most used and recom-

mended mobile applications for learning a 

foreign language and they were scanned 

against OWASP Mobile Top 10 vulnerabili-

ties. On one hand, the results reinforced the 

conclusion drained from the literature study, 

showing that insecure data manipulation is, 

indeed, a serious problem in mobile and 

ubiquitous security. Nonetheless, a rather 

surprising result places the improper usage of 

the Android platform on the same position 

that manipulating data storage. This shows 

that Android developers should consider 

more the benefits and the drawbacks the plat-

form boasts and be more cautious in terms of 

security.  

Moreover, the study highlights the fact that 

code injection is another serious vulnerability 

for mobile security, as well as not paying suf-

ficient attention to the cryptography elements 

that are used in the development process.  

The external communication can also offer 

attackers the possibility to gain access to sen-

sitive data, as the usage of HttpUrlConnec-

tion class has proven to be insecure because 

of lack of data encryption.  

This study has however some limitations. 

The first one is, indeed, the small number of 

scanned applications. The results may change 

in the case of a bigger number of applications 

that offer even more options to their users. In 

this case, the statistics may change, as other 

applications might offer the option of creat-

ing an account, for instance and, in this way, 

other security breaches can be opened. But 

the objective was to analyse the most rec-

ommended applications and to give an over-

view on these three applications from the se-

curity point of view.  

 

Based on these results, this paper proposes 

another adaptive solution for learning a for-

eign language that tries to cover all the secu-

rity vulnerabilities mobile applications are 

susceptible to. This can be a valuable contri-

bution to the educational process of acquiring 

new linguistic skills with the aid of mobile 

technologies in a more secure manner.  
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